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(57) ABSTRACT

The invention discloses a small token device, ideally about
the size of a key, which can plug into the USB interface of a
host computer, which need not be fully trusted, and handle a
variety of different security functions. The device is capable
of serving as a secure USB hub, and thus can function on a
host computer that only has one available USB port. Among
the multiple functions that the device can perform include
communicating through the internet in a secure manner, stor-
ing data in a secure manner, and access secure information
through public key (PKI) methods. The invention also allows
secure USB peripherals to maintain security while being
hooked up to either a non-secure host computer or other
non-secure USB peripherals.
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SYSTEM AND METHOD FOR PROVIDING A
MULTIFUNCTION COMPUTER SECURITY
USB TOKEN DEVICE

BACKGROUND
FIELD OF THE INVENTION

[0001] The invention relates to data security and authenti-
cation methods and systems involving various trusted and
non-trusted computer devices connected using the Universal
Serial Bus (USB) protocol.

[0002] Introduction:

[0003] Data security has become a critical issue in the mod-
ern world. As computer technology has proliferated, so too
have numerous types of security attack methods, including
viruses and spyware, hardware data interception methods
such as keystroke loggers, data packet interception methods,
and the like. As a result, the problem of unauthorized person-
nel access to sensitive data has become quite large.

[0004] At the same time, while the problem of computer
security breaches has become quite large, the tolerance for
security breaches has become quite small. Many government
regulations, such as the Health Insurance Portability and
Accountability Act (HIPAA), the Federal Information Secu-
rity Management Act (FISMA), the California Notice of
Security Breach Act, and others, mandate fairly high levels of
data security.

[0005] In addition to government mandates, other consid-
erations, such as military or national security use, or a simple
desire to avoid giving sensitive business information to com-
petitors, also create a high need for computer security.
[0006] Although, in an ideal world, all users would have
complete assurance that the computers they are using are
secure, in practice this doesn’t happen. Many people need
computer access while traveling, and must work with either
public access computers or portable laptop computers. Unfor-
tunately, it takes a skilled hacker only a few seconds to con-
vert an unattended secure computer into an insecure com-
puter. Additionally, unless access to the Internet is severely
restricted, the possibility of computer trojans, worms, viruses
and the like getting through firewalls and infecting any given
computer is relatively high.

[0007] As a result, it is often foolish to assume that any
given computer can truly qualify as a fully trusted device.
[0008] A second problem is that modern computers are
highly modular devices, usually consisting of multiple exter-
nal peripheral devices, such as modems, printers, keyboards,
disk drives, radio transceivers, and the like all connected by a
simple plug-and-play interfaces, such as the USB (universal
serial bus) interface.

[0009] The USB interface is widely used in modern com-
puters. Designed for plug and play simplicity, and utilizing
robust easily manipulated connectors, the USB interface
allows up to 127 devices to connect to a host computer, obtain
power from the host computer, and exchange data in a bidi-
rectional manner at high data rates. The original USB 1.1
standard had a slow-speed mode of 1.5 megabits per second
(1.5 Mbit/s), and a maximum data rate of 12 megabits per
second. This maximum rate was later raised to 480 Mbit/s
with the advent of USB 2.0.

[0010] In addition to sending data, the USB standard also
allows for up to 500 milliamps (500 mA) of 5 V power per
port. This power is allocated in units of 100 mA, and a
compliant USB device will typically establish a connection
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with a port using 100 mA power, and then requires additional
current up to 500 mA from the USB host.

[0011] The USB standard is designed for easy automatic
connectivity. Usually host computers have a limited number
of USB ports, typically 1-4, and often only 1. To overcome
this problem, the USB standard allows for multiple USB
devices to be connected to a single USB port on a host com-
puter by way of a USB hub.

[0012] Although ubiquitous (estimates are that over 1 bil-
lion USB devices are in use as of 2007), the USB standard has
one weakness. It was designed in a different era, when all
devices were assumed to be “high trust” devices. In fact, this
isn’t always the case. Some USB devices are “dual use”
devices, and can be used to abuse computer security.

[0013] As an example, miniature USB keystroke loggers
exist, such as the KeyGhost USB Keylogger, produced by
KeyGhost corporation, Christchurch New Zealand, can be
placed inconspicuously at the junction between a first trusted
USB device (such as a keyboard) and a second trusted USB
device (such as a host computer), and in a few seconds can
start recording all USB traffic between the two devices. If the
first device is a USB keyboard and the second device is a
computer sending sensitive information, the security conse-
quences can be quite severe.

[0014] Consider the problems of anyone who needs to
exchange sensitive information over the Internet using a com-
puter. The computer could have been tampered with. Data
packets between the computer and the Internet can also poten-
tially be intercepted. How is data security and compliance
with security regulations possible?

[0015] Inorder to cope with this problem, companies such
as Authenex Inc., Hayward, Calif. have introduced a number
of convenient miniature computer security token devices to
ensure data security. These devices, which are about the size
of a standard key, and which in fact can often be put on a
keychain for convenient handling, can perform various com-
puter security functions. The Authenex A-Key 3200, for
example, is a small token that provides public key (PKI)
encryption by providing on-board 1024/2048-bit RSA key
pair generation and X.509 digital certificates. It also performs
symmetric key cryptography using AES 128-bit and 256 bit,
DES, 3xDES, DES-X, MD5, RC2 functions, as well as
SHA-1 secure hashing algorithms. It exchanges keys by plug-
ging into a computer via a USB port, and allows users, assum-
ing the computer itself is secure, to insure that third parties
that intercept the data will not be able to interpret it.

[0016] Authenex also produces other security tokens, such
as the A-Key 4000 token, which allows users to store up to 1
gigabyte of data in a password encrypted manner using a
second key sized USB token or dongle. A number of other
A-Key USB security devices are also in development.
[0017] Unfortunately, due to the magnitude of the security
problem, often one type of computer security method is not
enough. Often multiple methods must be used. If each
method uses up a different computer USB port, a problem
occurs that some computers will rapidly run out of available
USB ports. A second problem is that although users are usu-
ally willing to carry one security device with them at all times
as a computer key-fob, users will be less willing to carry a
handful of security devices with them. Ideally, what is needed
is a small key-sized device that can perform multiple security
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functions at the same time, without using up a large number of
different computer USB ports.

SUMMARY OF THE INVENTION

[0018] Theinventiondiscloses a small token device, ideally
about the size of a key that can plug into the USB interface of
a host computer, that need not be fully trusted, and that can
handle a variety of different security functions. The device is
capable of serving as a secure USB hub, and thus can function
on a host computer that only has one available USB port.
Among the multiple functions that the device can perform
include communicating through the internet in a secure man-
ner, storing data in a secure manner, and transmitting secure
information through public key (PKI) methods. The invention
also allows secure USB peripherals to maintain their security
while being hooked up to either an insecure host computer, or
other insecure USB peripherals.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] FIG. 1 shows a drawing of a token device of the
invention.

[0020] FIG. 2 shows aschematic drawing ofaprior art USB
hub device.

[0021] FIG. 3 shows a schematic drawing of the invention’s
encrypted USB hub device.

[0022] FIG. 4 shows a schematic drawing of the encryption
engine previously shown in FIG. 3.

[0023] FIG. 5 shows an alternative embodiment of the
invention.
[0024] FIG. 6 shows a drawing of a token device of the

invention. The device is capable of performing multiple secu-
rity operations, while using only one USB port on a host
computer.

DETAILED DESCRIPTION OF THE INVENTION

[0025] The contents of US patent application disclosures
2003/0081774, 2004/0181673, 2004/0064740, 2004/
0064706, 2005/0015588, 2005/0033995, 2006/0004974,
2006/0075486, and U.S. Pat. Nos. 7,191,344 and 7,231,526
are incorporated herein by reference.

[0026] USB hubs come in two general types—bus powered
and self powered. Bus powered USB hubs obtain all of their
power (500 mA) from the host computer USB interface. Since
the hub itself uses power (typically under 100 mA), this
means that a bus-powered USB hub will have only 400 mA of
power available to deliver to its various peripherals. Assum-
ing that it is a 4 port hub, this will be only 100 mA per port.
[0027] A self-powered hub obtains additional power from
outside means, usually from an external power jack or battery.
A self-powered hub can provide up to 500 mA for each one of
its ports.

[0028] The USB standard is designed to be backwards
compatible, and thus a USB hub must be able to cope with at
least three different speeds: 1.5, 12, and 480 Mbits/sec. In
order to allow a variety of different USB devices to pool their
data and communicate over a single USB line, USB hubs use
transaction translator (TT) chips. These transaction transla-
tors handle the translation between the different data
exchange protocols used for the different USB devices.
[0029] A very large number of different USB hubs have
been devised. Some are large, some are small. Some combine
different types of functionality into the hub. For example, the
“Yego” USB hub, produced by Ridata corporation, is a small
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two-port, bus-powered hub that also has flash memory. Ultra
Corporation produces an “all-in-one” card reader and 6-porb
USB hub that can read various types of plug in memory cards,
such as memory sticks, smart media cards, secure digital
cards. Cyber acoustics produces a combination 2-piece
speaker set and USB port hub. Other combination devices
include combination webcam USB hubs, combination Voice
over IP (VoIP/USB hubs, iPod synchronization USB hubs,
and so on.

[0030] AIl prior art USB hubs, however, have been
designed for function in a “high trust” environment. That is,
they are designed to pass data from one USB device to another
USB device, and assume that all USB devices in the chain of
devices between a sender and receiver of data are “trusted”.

[0031] Here, the invention differs from prior USB hub art,
in that it is a “low trust” USB hub. This hub is designed with
multiple embedded USB data security peripherals that do not
assume that any other USB device in the system can neces-
sarily be trusted. The invention essentially acts as a compre-
hensive multiple function security “Swiss army knife”. The
device enables a user to convert almost any computer, be it
public access computer, a security compromised laptop com-
puter, or a virus infested computer into an adequate vehicle
for conveying secure information.

[0032] FIG. 1 shows an example of the device configured
according to the invention, here embodied in a convenient key
sized USB token device (101). The size is not limiting to the
invention, but could have approximate dimensions of 214"
longx¥4" widex4" deep. The device contains a USB “A”
connector (102) designed to connect to the USB port of a host
computer, and a main body (103) that contains the device’s
circuit board. This circuit board is usually encased in a plastic
or metal shell. This shell is ideally designed to be difficult to
breach without causing obvious damage to the shell and the
contents.

[0033] The device contains its own USB “hub port” (104)
which allow a number of embedded USB security peripherals
(105), (106), (107) to connect to the USB connector (102).

[0034] These embedded USB security peripherals are gen-
erally hardwired to the USB hub, and are generally not
designed to be easily removed, but rather will normally be
considered to form part of an overall unitized security device.
Such embedded USB security peripherals are said to be fix-
edly connected to the USB hub.

[0035] In this example, one of the device’s internal USB
hub ports may be taken up by encrypted flash or other type of
memory (105). This memory may be used to store user data,
such as described in US patent application 2006/004974 for
example; or alternatively run user programs such as described
in US application 2006/0075486 for example. Typically the
device will be capable of storing at least enough information
to hold one or more sensitive documents. This memory may
run from about one megabyte up to gigabytes or more, and
preferably can hold at least one gigabyte or more worth of
data.

[0036] Another one of the device’s internal USB hub ports
may be used for PKI secure access to data, following the
teaching of US patent applications 2005/0064706, 2005/
0015588, 2004/0064740, 2003/0081774. Alternatively this
may provide pass codes to help validate network sessions,
such as those described in U.S. Pat. No. 7,231,526 for
example. Other embedded USB security devices (107) may
also be connected to the internal USB hub.



US 2009/0049307 Al

[0037] FIG. 2 shows an example of a prior art USB hub.
Here, a low-cost, low-capability USB hub capable of accom-
modating either USB 1.1 or 2.0 peripherals is shown. The hub
(201) connects to a USB connector (here assumed to be a
USB 2.0 connector) on a host computer via a USB connector
(202). Usually for higher performance, 4 transaction transla-
tors (one for each port) are used (not shown), as this produces
faster throughput with fewer bottlenecks.

[0038] The data travels to and from the host PC through an
upstream port (203), then through one or more transaction
translators (204) to translate USB 1.1 data packets to USB 2.0
format. Alternatively, data can be routed directly through a
repeater (205) for USB 2.0 devices. The data then travels
through a routing logic stage (206), which assigns the right
data streams to the right hub ports, and then out to the USB
connectors to the external USB devices (207, 208, 209, 210).
Usually the USB port circuitry will be covered by a metal or
plastic case (211), and the USB connectors will be attached to
this case. The USB port will also control power routing (not
shown). External USB devices (212, 213, 214, 215), which
may be various combinations of 1.5, 12, and 480 Mbit/s USB
1.1 and 2.0 devices, attach to connectors (207, 208, 209, 210).
[0039] In many cases, prior art USB hubs simplified the
electronics design by using single chip USB hubs, such as the
Cypress Semiconductor CY4602 reference USB 4-Port hub,
design (based on the CY7C65640-LFC chip), from Cypress
Semiconductor Corporation, San Jose, Calif., or other ven-
dors. These types of chips combine 4 transaction translators,
as well as other control logic such as serial interface engines,
hub repeaters, routing logic, upstream ports, and the like, into
a single-chip low-cost solution that makes USB hubs little
more than circuit boards with connectors for the various USB
ports, the chip, a case, and a small amount of supporting
circuitry.

[0040] As previously discussed, the prior art USB hub
design assumes a large amount of trust. That is, all USB ports
connected up to the hub, either on the host computer upstream
port side, or the multiple USB hub ports on the downstream
side, are assumed to be “trusted” devices that will handle the
data flowing through them in a responsible manner, without
routing the data to possible third parties that might desire
inappropriate access to the data. If any of the USB devices
hooking up to the hub is not “trusted”, then this open scheme
may become inadequate from the standpoint of data protec-
tion.

[0041] FIG. 3 shows an example of the USB hub of the
invention. It differs from the prior art USB hubs in several
areas. The most important change is the addition of one or
more encryption engine(s) (301) to the basic USB hub design.
As the name implies, the encryption engine(s) are responsible
for examining the USB information packets traveling through
the hub, and encrypting portions of these information packets
according to predefined protocols and encryption algorithms.

[0042] At the highest level, USB information packets con-
sist of:

[0043] A token packet (the header packet)

[0044] An optional data packet (containing the actual

data payload)
[0045] A status packet (with transaction acknowledge-
ment and error correction fields).
[0046] Normally the encryption engine will operate on the
data packet (data payload) portion of the USB packet, which
can be 8 to 1024 bytes long depending upon which USB speed
(1.5, 12 or 480 Mbit/s) is chosen. The address and control
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packets will normally not be encrypted by the encryption
engine, because this would interfere with the proper function
of the USB hub and the associated USB devices.

[0047] The format of the data packet (data payload) part of
the USB information packet will itself vary according to the
specific USB device that is hooked up to the particular port
hub. Each data packet going to each different USB device will
itself be composed of different sub fields, some of which are
control sub-fields (that is, information that tells the device
where the data is going to go and how it is going to be used)
and the data sub-payload, which is that fraction of the USB
data packet that in turn contains data useful to the particular
USB device.

[0048] Encrypting USB packets would not normally be
either feasible or useful for prior art USB hubs. These hubs
were designed on the assumption that any hub port could be
occupied by any USB device. These hubs would function
adequately if data encryption were added at the hub level.
This is because each different USB device normally has many
control signals encoded in the “data payload” portion of the
USB information packet. As a result, applying an encryption
protocol that encrypts the entire “data payload” field would
likely destroy the USB device control data, causing most USB
devices that plug in to the hub to malfunction.

[0049] In order to do encryption properly at the USB hub
level, the encryption protocol must understand what portions
of'the “data payload” portion of the USB information packet
can be safely altered (encrypted), and which can’t. Since this
will vary from USB device to USB device, the hub encryption
system must be sophisticated enough to recognize this fact,
and alter the bits in the “data payload” that it encrypts accord-
ing to the specific USB device that is hooked up to the hub.
[0050] Here, one important simplification over prior art
USB hubs can be made. In contrast to a prior-art USB hub,
which must assume that any port can be occupied by any USB
device, using any type of control signals embedded in the
USB information packet data payload, generally most of the
USB ports of the invention will be occupied with known
(fixed) USB devices. These fixed USB devices will usually be
located inside the same case as the rest of the invention USB
hub. As a result, the protocols of these fixed or limited USB
devices will generally be known in advance.

[0051] Typically, only a few (if any) ports in the invention
will be external USB hub ports. A second important simpli-
fication can be made by dropping the requirement that any
type of external USB device may plug into this external USB
port. When external USB devices are to be used, these exter-
nal devices will generally not be any type of USB device, but
rather limited to certain specific types of USB device, where
the structure of the USB information packets to the allowed
external USB device will generally have been analyzed in
advance, and suitable encryption algorithms previously
determined.

[0052] The invention device does not necessarily have to
refuse to function as a USB hub if an unfamiliar USB device
is attached to the external USB port. Rather (depending on the
security algorithms programmed into the device), the secure
USB port of the invention may simply fall back to a non-
encrypted mode, and pass signals from unrecognized USB
devices through without any attempts at encryption. Here the
device might optionally give a warning message on its display
that it is running in “pass-through” unencrypted mode. When
recognized USB devices are attached to the hub, the invention
device may either automatically shift to encrypted mode, or





















